
Securing the Web3 World



Understanding web3 security can be confusing for newcomers. On the one hand, 
the practices of decentralization that web3 is built on make it fundamentally 
more secure that its web2 predecessors. On the other hand, we regularly hear 
of astronomical losses to attacks, fraudulent projects pulling the rug on their 
communities, and even simple errors leading to irrevocable losses. 

The fact is, both are true. Whilst the technology and architecture behind web3 
does give its users far greater security over both their assets and their personal 
information, the rate at which the technology is developing, and the lack of 
consumer education around best practices, have meant that hackers and bad actors 
can prey on the vulnerabilities of the new and growing industry.

Today, most internet users know not to use an obvious password like ‘PASSWORD’. 
They also know that an email from a mysterious foreign prince promising a rich 
inheritance is most definitely a scam, and that the last thing you should do with a 
pop-up that says ‘Click Here to Claim $100,000’, is click on it. 

In web3 security there are similar pitfalls and warning signs, but many users haven’t 
learned how to spot them yet. Indeed, even teams behind web3 projects often fail to 
take simple security precautions that protect them from attack. 

Fortunately, there is an arsenal of tools available to both web3 users and developers 
that better equip them to navigate web3 safely and securely. With that in mind, 
we’ve put together this buyer’s guide for web3 security, so that you have everything 
you need to protect yourself.

A BUYER’S GUIDE TO
WEB3 SECURITY
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PASSWORD
MANAGEMENT
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Given the number and variety of accounts that contemporary users of the 
internet are required to have, it is no wonder that many of them will reuse the 
same password across all of their accounts. Yet whilst this may be easier in  
the short term, it presents a huge security risk that could spell disaster down  
the line. 

All it takes is for your password to be compromised, and a hacker can access 
all of your assets and sensitive information. So, just like you would not use the 
same key for every lock, you shouldn’t use the same password for every account. 
However, most people require far more passwords than 
they do keys. 

That’s where password managers come in. A password 
manager is an app or device that stores a variety of 
passwords and deploys them as necessary. This allows a 
user the freedom to create numerous, secure passwords 
without worrying about having to remember them. Password 
managers come in two main forms; some exist locally on 
an individual’s device, and others exist on the cloud. In 
terms of web3 security, each has its own advantages and 
disadvantages. 

Using the same password over and 
over is perhaps the clearest example of 
centralization risk imaginable.
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Whilst having a password manager exclusively on one device means that a 
hacker would need access to that device to launch an attack, it is inconvenient 
for situations where you need to access the same account from multiple 
devices. Given the remote and multi-device nature of our online lives, this 
makes it inconvenient and impractical. 

Cloud-based password managers resolve this problem by syncing your 
passwords across all devices. They also have additional functionality for 
organizations such as allowing an admin to monitor and manage passwords. 
However, this also makes them more vulnerable to attack as hackers can 
conduct remote attacks, and also devices are more vulnerable in transit. 
Because of this, whilst using a cloud-based password manager is the most 
practical solution, it is vital to choose one which has a high level of security.
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Criteria for choosing a Password Manager

Cloud-Based

1 2 3 4
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Just like you wouldn’t pick a password manager that has weak security, you 
should never engage with projects that fail to take web3 security seriously. One 
way of making sure that a project is taking an active approach to its security is 
by checking to see that it has regular smart contract audit. 

A smart contract audit is a process by which a third party goes through a 
project’s underlying code line by line, checking for any errors, vulnerabilities, or 
malicious code. This helps the project by protecting them against future attacks, 
and also works to reassure investors and users that they can engage with the 
project securely. 

Yet of course, like any product, smart contract audit exist in a market, and 
some are more thorough than others. CertiK’s industry-leading technology 
uses the cutting edge in AI technology to provide a comprehensive review of a 
project’s code, alongside submitting it to review with leading computer science 
experts. Based on our findings, we then highlight vulnerabilities on a scale of 
critical, major, minor, low, or informational, and provide recommended next steps 
to fix them. 

Whilst smart contract audit are an essential part of web3 security, users 
should be wary of projects who treat their audit merely as a necessary 
preliminary before launching their project. Because projects update and code 
changes, smart contract audit must be a regular and ongoing part of any 
project’s web3 security. 

SMART CONTRACT 
AUDITS

Criteria for choosing a Smart Contract Audit
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1

Proven track r ecord 
auditing leading and 

secure projects

2 3

Provides actionable  
recommendations 
and next steps for 

fixing vulnerabilitie s
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KYC 
VERIFICATION

In addition to smart contract audit, there are also a growing number of products 
that help provide end-to-end web3 security. KYC (Know-Your-Customer) 
Verification, is a recent addition to web3 security tool kit that helps combat the 
vulnerabilities that arise from anonymous teams. 

Whilst practices of anonymity are common throughout web3, it has led to many 
teams conducting high-risk, malicious activity, safe in the knowledge that it is 
hard to hold them accountable. For a user looking to invest in a web3 project, 
obscurity and anonymity around a team’s identity should be a warning that it 
may be a fraudulent project.  

KYC checks, like CertiK KYC, provide verification to project teams so that they 
can foster a culture of accountability and transparency around their projects. 
This then reassures users and investors that a project is legitimate, and will not 
make away with user funds. CertiK KYC is the only major security organization 
that provides KYC verification in addition to smart contract audit. 

As with a smart contract audit, KYC checks should involve both AI tools and 
human interaction. To that end, when ensuring the thoroughness of any KYC 
check, buyers should look for providers that use both AI-based detection 
systems and in-person investigation methods such as live video calls and 
manual research and investigation.
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Criteria for choosing KYC Verification Tools

1

KYC data collection 
that is secur ely 

stored

2

Live Video Call

3

Background check 
for suspicious 
behaviour and  

activ ity
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BLOCKCHAIN 
ANALYTICS

Blockchain analytics tools bolster web3 security by providing live monitoring 
of on-chain activity after a project is launched. Doing so gives project teams 
vital insights into their smart contracts, enabling them to spot trends and saving 
them precious time when responding to an attack.

 
Responsiveness refers to the speed with which the analytics platform can 
detect sudden changes in liquidity or suspicious on-chain activity. Typically, this 
requires some form of DEX liquidity monitoring– such as the kind provided by 
CertiK’s Skynet– which keeps project teams alert to any activity that suggests 
an imminent attack. 

In checking for how thorough a blockchain analytics provider is, buyers 
should check both the methodology used to conduct the monitoring and also 
the richness of data that they produce. In terms of the tools used, the best 
blockchain analytics use some form of AI technology to provide continuous 
scanning of a project’s code.

Good and thorough tools should then produce rich data that highlights both 
existing and new vulnerabilities as they emerge in the web3 space. By shedding 
light on security primitives such as market volatility; governance & autonomy; 
risk assessment; and social sentiment. Having a database that represents these 
metrics then allows projects to track trends and growth over time.

Lastly, blockchain analytics tools should be easy to read. Given the complexity 
of blockchain data, a vital part of any blockchain analytics tools are the ways 
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In looking for a blockchain analytics provider, 
buyers should primarily concern themselves 
with three key metrics: responsiveness, 
thoroughness, and readability. 
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they make this data legible. It is no good being able to extract rich data if it is 
too complex to translate into meaningful action. 

One way of doing this is by placing a project’s security in context with the 
wider web3 security ecosystem. To that end, tools like CertiK’s Skynet give 
each project a security score which can then be used to rank them alongside 
other projects on CertiK’s Web3 Security Leaderboard. Other analytics tools 
like SkyTrace allow projects to visualize the flow of funds between wallets, 
a vital tool in tracing stolen funds after an attack and holding the attackers 
accountable.

7  |  B L O C K C H A I N  A N A L Y T I C S

1 2

Easy to r ead and  
actionable insights

3

Provides actionable  
recommendations 
and next steps for 

fixing vulnerabilitie s
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